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How to build a GDPR-compliant database system for storing personal-data?

Analyze Build Measure
Translate GDPR articles into Implement GDPR Benchmark compliant
system-level capabilities requirements in Redis systems against GDPR
and characteristics and PostgreSOL workloads
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Translating GDPR Articles into Systems-Level Attributes and Actions
We analyzed all the 99 articles of GDPR, both individually and collectively...

GDPR Metadata GDPR Capabilities

Associate seven behavioral Implement five features in the
attributes with personal data database system
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Goal: Introduce GDPR-compliance into two representative storage systems and measure its impact

redis Postgre SQL
'yp t n 3rd party lib : 3rd party lib
Codechange  Scripting
Code change = Configure
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Performance overhead in
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We build a new open-source benchmark called GDPRbench

~ Processor _ Regulator

GDPR Queries Y . . Y = W
Control-and data-path SR GLN\YTg: | [ a :  Customer |
operations performed e | j
on GDPR datastores
Benchmark Correctness Completion Time | Space Overhead
Metrics % responses that match Time to complete all the Ratio of total DB size to
the expected results workloads size of personal data
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Real-World Implications

Compliance may result in high performance overheads
Production system should be careiully analyzed before enabling/claiming compliance

Compliance is easier in RDBMS than in NoSQL

Redis needed more involved changes and had much higher overhead

Compliance is a spectrum

Examine tradeoffs b/w strictness vs. efficiency
Need mechanisms for efficient auditing/timely deletion/indexing
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Code change: we changed the expiry algorithm to be
deterministic



